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Abstract: This report dives into the intersection of blockchain technology and 

healthcare. It highlights some of the potential use cases for blockchain in different 

areas of healthcare, as well as give an overview of the top new healthcare startups 

looking to implement blockchain solutions. 
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Industry Overview

Healthcare is a large and complex industry.  It is traditionally defined as the goods and services that 
contribute to the maintenance and re-establishment of health.  Many subsectors interact to comprise 
the wider industry as a whole.  For example, healthcare providers, payers, medical device manufacturers 
and pharmaceutical companies all fall under the umbrella of the healthcare industry.

From an economic standpoint, spending on healthcare in most developed nations hovers at about 
10% of GDP.  In the United States, however, the number is higher.  The most recent National Health 
Expenditure Accounts data from 2016 pegs U.S. healthcare spending at 17.9% of GDP, or $3.3 trillion.  
Simply put, healthcare is responsible for a vast proportion of the U.S. economy.

Healthcare spending can be broken down into its component parts.  Looking closely at the numbers, 
hospital, physician and clinical care in the U.S. comprises half of industry spending, at about $1.7 
trillion.  The purchase of retail prescription drugs adds up to 10% of industry spending, at $330 billion.  
Durable medical equipment, even at only 2% of industry spending, is still a $50 billion market.  These 
numbers are gargantuan.

They also provide a glimpse of the many stakeholders in the healthcare industry.  Patients, non-profit 
healthcare providers, for-profit providers, payers, research institutions, corporations and governments 
all interact and balance their interests in an effort to maximize both patient health and profitability.  
The modern medical system is working in the sense that millions of patients are successfully treated 
each year, as healthcare practitioners use cutting edge procedures and prescribe targeted therapies.  

Source: OECD
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With so many moving parts, though, the healthcare industry is also prone to inefficiencies and faces 
unique challenges.

Some of the most pressing issues include Electronic Health Record (EHR) interoperability, data 
security, reimbursements and the supply chain.  Most hospitals now use EHR software, but providers 
still struggle to gain the complete picture of a patient by seamlessly transferring patient data from 
one source to another.  Additionally, as providers collect troves of highly sensitive patient data, it 
must be stored securely in the face of ever-evolving cyber security threats.  Reimbursements pose a 
problem due to a lack of real time transparency, delayed payment from public and private insurance, 
and difficulty generating and delivering Explanation of Benefits paperwork.  The supply chain is a 
formidable hurdle, particularly in the pharmaceutical sector where counterfeit drugs are so prevalent.

As industry leaders work to cut costs while improving quality of care, changes are already underway 
in the healthcare industry.  One area of change is reimbursements.  In order to mitigate massive 
government Medicaid and Medicare expenditure, reimbursement is now tied to patient outcomes 
rather than the quantity of patients seen.  Another recent shift is toward the collection of data.  
Hospitals and health systems are clamoring for the ability to analyze numbers, spot trends, and make 
decisions that increase efficiency.

With the new emphasis on cutting costs and improving patient outcomes, blockchain technology can 
be a difference maker in the healthcare industry.  Its log of transactions provides a mechanism for 
presenting data and how it changes over time.  Taking into consideration all the capabilities of blockchain 
technology, its applications have the potential to positively impact many aspects of healthcare, 
including patient-data portability, interoperability, care-delivery management and administration.  In 
the years to come, blockchain technology will become more and more indispensable for cost-effective, 
outcome-driven healthcare.
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EHR / EMR

Patient data collected from numerous sources, such as wearable devices, the IoT and clinical infor-
mation from healthcare appointments is difficult to control, organize, and track.  With blockchain 
technology, this data can be decentralized and distributed to any entity within the wider healthcare 
apparatus.  Health data can be continuously added to an open ledger as the next building block of a 
patient’s record.  The Electronic Health Record (EHR), in this case, is interoperable because it is not 
confined to any single, siloed information system.

Data Security

With blockchain technology, while a decentralized ledger of information is accessible from anywhe-
re, patient data can only be viewed once it has been authorized by the patient.  Therefore, the patient 
controls access to his or her personal health information and reduces the chance of compromised 
data or theft. This would be a good example of a public, permissioned blockchain.

Supply Chain

The medical device and pharmaceutical sectors stand to gain the most from blockchain with regard 
to their supply chains.  Because raw materials, compounds and components travel on a journey from 
their source to a consumer, each step of the way can and should be tracked.  When the physical con-
ditions of this journey are so important, such as the requirement of a sterile, tamper-free cold chain, 
such information can be confirmed in the blockchain ledger.  Such a system also cuts out the possi-
bility of counterfeit drugs reaching end users under the guise of established brands.

Reimbursements / Claims

Under a blockchain system, payers and providers will see improved claims data efficiency through 
decreased error rates.  Additionally, blockchain technology can improve the reimbursement and 
claims system by improving data security, which cuts out the risk of costly data breaches.  Finally, it 
will also speed up and authenticate the medical billing process as a whole.

Blockchain Solutions
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Start-up Spotlight

Patientory

The company places Electronic Medical Records (EMRs) on an ethereum-based 
blockchain for better security.  It has also partnered with Linux Foundation’s 
Hyperledger Initiative, which builds reference platforms that allow various 
frameworks to interoperate with one another.  One of Patientory’s key goals 
is to integrate separate processes in the healthcare system to produce start-to-
finish visibility.  It aims to cut out the layers and processes that are obstacles to 
healthcare coordination.  The company is based in Atlanta, Georgia and has 
raised $7 million.

Iryo

This Slovenian startup aims to decentralize access to health data by adopting 
open-EHR, open-source standards.  It works to create a globally participatory 
healthcare network with an improved user experience for patients, healthcare 
workers, managers and researchers.  It strives to make medical records 
independent of identity and always controlled by the patient.  Access to medical 
data is facilitated by the use of blockchain  (in this case, the EOS platform) and 
modern encryption protocols.  In January, 2018, Iryo deployed its first use-case 
in refugee camps in Lebanon, Syria, Jordan, Iraq, Egypt, and Djibouti.  Its team 
of advisers includes professionals at the hospitals and medical schools affiliated 
with Stanford and Johns Hopkins.

 
Guardtime

Founded in Estonia in 2007 and currently headquartered in Amsterdam, the 
company is a software security company that developed a digital signature 
system.  It offers real-time, immutable data integrity for the transmission of 
electronic data.  The company initially focused on financial services but offers 
promising solutions in the healthcare industry, such as improving interoperability 
and eliminating Medicare fraud.  It accelerates transparency and auditability 
– providing a template for nations with healthcare fraud amounting in the 
hundreds of billions of dollars annually.
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Nebula Genomics

This company is building a marketplace for genomic and clinical data.  It sequen-
ces participants’ genomes, empowers them to own their personal genomic data, 
and then offers users the ability to sell this data to researchers and pharmaceutical 
companies.  It also securely stores the participants’ genetic information in a bloc-
kchain-based network.  By establishing an economy for exchanging genetic data, 
health records, and other biological information, the company hopes to incentivi-
ze the generation of genomic data.  It is headquartered in Boston, Massachusetts.

Chronicled

The company uses blockchain to power secure supply chain solutions and sees 
the pharmaceutical industry as one of its largest downstream clients.  Through its 
MediLedger project, the company is working in compliance with the Drug Supply 
Chain Security Act (DSCSA), enabling manufacturers, wholesale distributors, 
hospitals, and pharmacies to register, verify, and transfer pharmaceutical pro-
ducts with trust in their authenticity.  The company’s goal is to use the scanning 
of QR codes to ensure that every time an asset reaches a juncture in the supply 
chain, a distributed network of blockchain validation nodes comes to consensus, 
making it impossible to fabricate or tamper with event logs.

PokitDok

Based in San Mateo, California, the company raised over $48 million in funding, 
as well as undisclosed amount from McKesson Ventures, the venture arm of 
healthcare industry supplier giant McKesson.  PokitDok is similar to an opera-
ting system with built-in apps, but also allows for software developers to create 
more functionality on top of it.  Its built-in features include the ability to check a 
patient’s insurance eligibility and claims history.  The platform also allows data to 
be shared securely.  In 2017, the company announced a partnership with Intel to 
provide a solution called Dokchain,  It offers identity management to validate that 
each party in a transaction is who they say they are, and performs transactions 
instantly.

Gem

The company intends to leverage blockchain technology to meld patient-centric 
care with operational efficiency by creating a healthcare system connected to a 
universal data infrastructure.  Its blockchain network (powered by Ethereum) 
includes identity schemes for data security, data storage, and smart contracts.  
Using Gem, different healthcare operators can access the same information. Phi-
lips Health is the first major healthcare operator to join the Gem network.  Gem 
also confronts the difficulties surrounding reimbursement and claims by offering 
real-time transparency of transactions involving providers and payers.  It also 
improves the rate of provider reimbursements by reducing the time it takes to 
generate and deliver a patient’s Explanation of Benefits.  The company is based in 
Los Angeles, California and was founded in 2013.
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Government Initiatives

United States

The Centers for Disease Control and Prevention (CDC) has begun to work with IBM Watson 
Health to research the use of blockchain for storing and exchanging medical data.  It is also ex-
ploring the use of blockchain to capture rapid and reliable epidemiological information during 
crisis situations, relying on a deal struck with Gem. The agency is working toward more real-ti-
me data flows by breaking down data silos and developing more interoperability between sys-
tems.  As part of a number of other test uses within the federal government, the Food and Drug 
Administration (FDA) is also testing a blockchain-based platform through which electronic 
medical health records, clinical trials, and health data can be gathered from wearable devices, 
and can be subsequently shared.

China
 
In the city of Changzhou, China, Alibaba has partnered with the Chinese government to secure 
data in the medical sector.  While the project’s details are yet to be shared, it will involve strict 
access controls and operational privileges.  Authorized doctors will instantly be made aware 
of a patient’s medical history any accompanying information about health examinations.  This 
way, doctors can avoid repeating basic health exams and deliver quicker, more efficient, and less 
expensive healthcare.

Estonia

In 2017, the Estonian government expanded its existing partnership with Guardtime, a working 
relationship going back to 2011.  The northern European nation, which has traditionally been 
at the forefront of digital advancement, is using Guardtime to accelerate its blockchain-based 
management of patient healthcare records.  Through this latest deal, the country is using block-
chain to secure the healthcare data of over 1 million citizens.  This process will provide real-ti-
me visibility into the state of electronic systems and lifecycle management of patient records, as 
well as top-of-the-line security systems.  Estonia will also adopt Guardtime’s Keyless Signature 
Infrastructure (KSI) technology at all levels of its government.
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Source: statista.com

Source: businessinsider.com

Key Stats

Projected Distribution of Healthcare Blockchain Applications
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Source: statista.com

Planned Use Cases for Healthcare Blockchain Adoption by 2020
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Blockchain: a history of transactions parsed out into segments, or blocks, that are held on distributed database that is shared by all 
parties on the network.  Every transaction is recorded and stored to create an unchangeable and auditable transaction log.

Consensus Mechanism: The process in place in distributed systems that allows every node to come to a single conclusion about its 
shared data. Every blockchain system has consensus mechanism, though there are various models that exist. The most common two 
are Proof-of-Work and Proof-of-Stake.

Cryptoasset: any digital property that is built on top of blockchain technology. This commonly refers to cryptocurrencies but may also 
refer to other types of blockchain-based assets. Other examples are tokenized real estate, tokenized intellectual property, unique digital 
collectibles (i.e. CryptoKitties) and many other forms.

Distributed Ledger: a type of database architecture whereby all nodes within a system cooperate to reach a consensus on the accurate 
state of a shared data resource, sometimes used interchangeably with the word blockchain. 

Initial Coin Offering: a process in which blockchain projects raise funds, usually in the  form of cryptocurrency, in exchange for a newly 
created cryptocurrency that will be native to the blockchain system they are creating. 

Miners: The individuals or entities that engage in the processing of using computing power to verify new transactions on the distributed 
ledger in return for newly “minted” or mined cryptocurrency. Miners are a primary feature in a Proof-of-Work model. 

Permissioned Blockchain: a type of blockchain that is limited to a set of approved entities that are able to restrict access from outside 
parties. 

Permissionless Blockchain: a type of blockchain where any party is free to view, transact and wholly participate in without approval 
or censorship.

Proof of Work: A type of consensus mechanism wherein miners use computing power to solve a complex algorithm and get a mining 
reward for doing so. In the process of solving the algorithm, the transactions of the distributed system are confirmed, thus creating a 
single ledger for the network.

Proof of Stake: A type of consensus mechanism that does not require miners to confirm transactions, but rather has nodes that buy 
into the network with its native currency. The nodes who have put up a “stake” in the network confirm the transactions in this model. 
Nodes who try to falsely confirm transactions are punished by losing their coins that they put up, thus disincentivizing falsifying data.

Smart Contract: a computer protocol intended to digitally facilitate, verify, or enforce the negotiation or performance of a contract 
without the need for any third-party involvement. Smart contracts were first proposed by Nick Szabo in 1994.
 

Dictionary
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Disclaimer

The information provided in this report and accompanying material is for information and illustrative purposes only. It is not, and 
should not be regarded as “investment advice” or as a “recommendation” regarding a course of action, including without limitation 
as those terms are used in any applicable law or regulation. You should consult with a financial advisor or other professional to 
determine what may be best for your individual needs. Tokenscope shall not have any liability for any damages of any kind whatsoe-
ver relating to this material. No part of this document may be reproduced in any manner, in whole or in part, without the written 
permission of Tokenscope except for your internal use purposes. In the event that the purchaser uses or quotes from the material in 
this publication – in papers, reports, or opinions prepared for any other person – it is agreed that it will be sourced to: Tokenscope.
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